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Harmful Communications and Related Offences 
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Introduction 

Women’s Aid is pleased to respond to the Committee on Justice and Equality call for submission on online 

harassment, harmful communications and related offences. 

While we acknowledge that these issues affect people in a variety of context, given our remit, we will focus 

on cyber-harassment and harmful communications as experienced by women victims/survivors of domestic 

violence. 

 

Women's Aid is a leading national organisation that has been working in Ireland to stop domestic violence 

against women and children since 1974. In this time, the organisation has built up a huge body of experience 

and expertise on the issue, enabling us to best support women and share this knowledge with other 

agencies responding to women experiencing domestic violence.  

 

Women’s Aid Services  

24hr National Freephone Helpline 

Our National Freephone Helpline (1800 341 900) operates 24 hours a day, seven days a week, and provides 

support and information to callers experiencing abuse from intimate partners.  It is the only free, national, 

domestic violence Helpline with specialised trained staff and volunteers, accredited by The Helplines 

Association, with a Telephone Interpretation Service facility covering 170 languages for callers whose first 

language is not English and a Text Service facility for women who are deaf or hard of hearing.  

 

One to One Services and Court Accompaniment 

We provide direct face to face support to women at safe, accessible outreach locations embedded in 

communities around Dublin city and county. We offer court accompaniment and court advocacy support to 

any woman who accesses our one to one services. Court Accompaniment is a specific service providing 

support to the particular needs of women seeking legal redress in the Courts regarding violence and abuse 

by a current or former husband or partner.  

 

Dolphin House Family Law Support and Referral Service  

Women’s Aid also operates the Dolphin House Family Law Support and Referral Service, in partnership with 

the Inchicore Outreach Centre. This is a free and confidential drop in service for women who are 

experiencing abuse in a relationship, located in the Dublin District Family Law Court. 
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Training and Development 

Women’s Aid is a centre of excellence in training to statutory, voluntary and community organisations as 

they develop and maintain organizational responses to women and their children experiencing domestic 

violence.   

 

Policy and Communications work 

The sum of the above contacts with women experiencing domestic violence and their supporters enable us 

to have a good picture of the issues that need addressing to improve systemic responses and we use that 

information in our policy and communication work. We provide information and recommendations to 

government and other relevant agencies on the nature and prevalence of domestic violence, the barriers 

faced by women and children experiencing domestic violence and the gaps in existing legislation/systems. 

 

Women’s Aid Expertise 

For 45 years Women's Aid has supported many thousands of women experiencing domestic violence. 

While harassment/stalking has always been one of the forms of abuse that women reported to us,  with the 

development of Information and Communications Technology new forms of harassment have become more 

and more common and we increasingly hear about cyber-harassment/stalking and image based sexual 

abuse, as outlined below. 

• To highlight these new form of abuse, Women's Aid organised a ground-breaking seminar on Digital 

Abuse of Women on 25th November 2015 to shed light on digital abuse and domestic violence in 

Ireland.1 

• In May 2019 our Facebook petition calling for action on digital abuse received almost 20,000 

signatures. 

• Women's Aid also published an Information Guide on Digital Abuse and domestic violence2 and a 

Guide to stay safe on Facebook3. 

 

Statistical Context 
• Cyber violence against women is an increasing problem world-wide, and includes cyber stalking, non-

consensual image based sexual abuse (sometimes referred to as ‘revenge porn’4), gender-based slurs 

and harassment, ‘slut-shaming’, unsolicited pornography, ‘sextortion’, rape and death threats, 

‘doxing’, and electronically enabled trafficking.  

• It is estimated that globally 1 in 10 women has experienced at least one form of cyber violence since 

the age of 155. Women (particularly young women aged 18-24) disproportionately experience severe 

types of cyber harassment, such as cyber stalking and online sexual harassment in many cases at the 

hands of partners and ex-partners6.  

                                                 
1 More information available here:  

 https://www.womensaid.ie/about/newsevents/pastevents/2015/11/25/digital-abuse-of-women-

international-day-opposing/  
2 https://www.womensaid.ie/download/pdf/digital_abuse_of_women_information_guide.pdf  
3 https://www.womensaid.ie/download/pdf/a_guide_to_staying_safe_on_facebook.pdf  
4     Women’s Aid rejects the term ‘Revenge Porn’ as one which minimises the serious negative impacts of producing 

and/or sharing of a persons intimate images without consent, and which also erroneously implies that victims have 

done something to ‘deserve’ ‘revenge’. 
5 Quoted in EIGE Cyber violence against women and girls available here 

 https://eige.europa.eu/publications/cyber-violence-against-women-and-girls  
6 ibidem 
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• The European Union Fundamental Rights Agency survey7 on violence against women  found that in 

Ireland: 

o 14% of women have experienced physical violence by a partner (current or ex) 

o 6% of women have experienced sexual violence by a partner (current or ex) 

o 31% have experienced psychological violence by a partner (current or ex) 

• In relation to stalking the same survey found that in Ireland8: 

o 12% of women have experienced stalking since age 15 and 3% in the 12 months before the 

survey (this includes all forms of stalking) 

o 5% of women have experienced cyber-stalking since age 15, and 2% in the 12 months 

before the survey, with young women being particularly vulnerable.   

• Cyber-stalking in the survey was measured by: 

o Emails, text messages (SMS) or instant messages that were offensive or threatening 

o Posting offensive comments about the survey respondent on the internet 

o Sharing intimate photos or videos of the respondent on the internet or by mobile phone. 

• 33% of women in Ireland say the most serious incident of stalking (any form not just cyber-stalking) 

came to the attention of the Gardaí (unfortunately there is no data on action taken by the Gardaí or 

prosecutions). 

• In 50% of the cases, the woman's partner (current or previous) was the perpetrator of stalking. 

The next category of perpetrator, other known person, is at 20%.   Partner /ex-partner is the most 

likely perpetrator in all age groups except the 60+, where unknown person is the most likely. The 

reality is that women in Ireland are more likely to be stalked by a partner or ex than by anybody else. 

Women experiencing any type of stalking since age 15 by perpetrator. Ireland % 

 

Perpetrator % 

Partner (current or former) 50 

Employment context 5 

School context 6 

Relative or family member (other than 

partner) 

2 

Date 4 

Friend/acquaintance 10 

Other known person 20 

Unknown person 18 

 

• The survey also tells us that 37% of cases of stalking last from one month up to one year, 35% for up 

to one month and 26% one year or more. 

• The long terms consequences of stalking include: feeling vulnerable, anxiety, difficult in sleeping and 

in concentration. As a response to stalking 45% of respondents threatened the perpetrator with 

police/court action, 35% changed their phone number or email address, 11% closed their social 

network account, 16% moved home. 

• In relation to cyber-stalking specifically in the context of domestic violence, interesting data has 

emerged from the UK.   

                                                 
7 FRA gender-based violence against women survey explorer 2012 available at 

http://fra.europa.eu/DVS/DVT/vaw.php  
8 Data from the FRA survey data explorer available on http://fra.europa.eu/DVS/DVT/vaw.php  
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• The Women’s Aid Federation of England research9 on online domestic abuse found that: 

o For 85% of respondents the abuse they received online from a partner or ex-partner was 

part of a pattern of abuse they also experienced offline. 

o Nearly a third of respondents (29%) experienced the use of spyware or GPS locators on their 

phone or computers by a partner or ex-partner. 

o For half (50%) of respondents the online abuse they experienced also involved direct threats 

to them or someone they knew. 

o Nearly a third of those respondents who had received threats stated that where threats had 

been made online by a partner or ex-partner they were carried out.  

o Conviction data for image based sexual abuse  show that out of the 464 prosecutions for this 

offence recorded in the year ending March 2018, 86% (400) were flagged as being domestic 

abuse-related (ONS, 2018). 

• A 2014 study by the Digital Trust, which helps victims of online stalking, found that more than 50% 

of abusive partners used spyware or some other form of electronic surveillance to stalk their 

victims.10 

While unfortunately there are no comparable data in the Republic, the situation here is probably similar. 

 

Women's Aid Data 
 

In 201811: 

• There were 19,089 contacts with Women's Aid direct Services  

• We heard 20,722 disclosures of domestic abuse against women and children 

• Women's Aid received 561 disclosures of digital abuse and stalking 

 

In our contact with women we hear how their partners and ex-partners use new technologies to monitor 

and harass them on line, through mobile phone and texting, often in combination with “more traditional” 

stalking tactics such as following, watching and abusive calls. Women tell us how their partners use the 

Internet and social media to control and stalk them, have personal details, including intimate images and 

videos taken/uploaded without consent, or lies spread about them, and are impersonated by their abuser 

online.  

 

The most common form of cyber-harassment we hear about are harmful untrue rumours being spread 

about women both personally and professionally, sexually explicit/pornographic pictures of them uploaded 

both on Facebook and the internet more generally, and advertising them as escorts without their consent or 

knowledge. 

 

Abusers also use the Internet and mobile phones to monitor where a woman is, what she does and whom 

she meets, at times even resorting to specific software packages to spy on the victim and find out about 

Internet and bank account passwords or her whereabouts. Consequences for victims can be very severe 

both psychologically and practically. At time their physical safety may be seriously imperiled. 

 

                                                 
9 https://www.womensaid.org.uk/information-support/what-is-domestic-abuse/onlinesafety/  
10 The Independent, Sunday 28th December 2014, available here http://www.independent.co.uk/news/uk/home-

news/exclusive-abusers-using-spyware-apps-to-monitor-partners-reaches-epidemic-proportions-9945881.html  
11 Women's Aid Impact report 2018 available here 

 https://www.womensaid.ie/download/pdf/womens_aid_impact_report_2018.pdf   
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In our experience, women victims of cyber-harassment/stalking by a partner very seldom seek remedies 

through existing legislation, either criminal or civil.  We are aware of some cases where cyber-harassment 

has been used for grounds for domestic violence orders, but not on its own: only where it was part of a 

bigger pattern of abuse.  

 

Case study Niamh12 
 

My ex-boyfriend Dave used to put me down in front of my family and friends all the time, and the way he 

would just give me that look sometimes, the look that said you’re in for it.  He was always yelling at me, 

calling me all kinds of names. I couldn’t take it any more so I told him I didn’t want to be with him, that I 

needed to be by myself at the moment. He started accusing me of cheating on him, of having my eye on 

someone else.  He called me a ‘slut’ and said he had only been with me because I was easy.   

 

I thought because of all the things he said that I would never hear from him again.  And I didn’t for a few 

weeks. Then the texts started, first in the middle of the night and then all day long, text after text, calling me 

names, then telling me how sorry he was and that he loved me and wanted to get back with me.  I wanted 

nothing to do with him, he flipped too many times. I changed my mobile phone number so he couldn’t text 

me anymore. I felt so good when I changed it I thought I’m taking back control here. 

 

It all stopped for a few weeks and I was so relieved – I thought it was over.  Then I got a message on 

Facebook from two of my college friends accusing me of calling them ‘sluts’, and of blaming them for what 

happened between me and Dave. I didn’t know where it came from. I tried to talk to them, but they refused 

to speak to me. I was sick in my stomach and began to dread going back to college in September. I just 

couldn’t make sense of what had happened.  

 

Then the worse thing ever happened.  I logged into my Facebook account one day to find my profile picture 

had been replaced by a nude one. I didn’t even know when the photo had been taken.  It looked like I was 

asleep. There were lots of comments posted from all my friends. It was horrible, I didn’t know what to do, I 

was so embarrassed and so scared. Then I saw a post from Dave, it just said ‘slut’. I knew then it was him, he 

must have been able to access my Facebook account. I just logged out and didn’t know what to do, what 

would people think, I couldn’t go back to college. Everyone had seen this.  

 

 

Need for Specific Criminal Offences and Civil Law Remedies 

Women's Aid supports the Law Reform Commission findings that a 2-pronged approach is needed to address 

cyber-harassing/stalking including both criminal sanctions and civil remedies. 

Criminal Law 

 

1) Harassment/stalking offence 

The Istanbul Convention requires that stalking is criminalised:13 

 

Article 34 – Stalking 

                                                 
12 Niamh’s story is based on real accounts as told to the Women's Aid National Freephone Helpline and Support 

Services. Specific details and circumstances have been changed in the interests of protecting identity and to preserve 

the confidential nature of Women's Aid Services. 
13 Council of Europe Convention on preventing and combating violence against women and domestic violence, 

Article 34 
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Parties shall take the necessary legislative or other measures to ensure that the intentional 

conduct of repeatedly engaging in threatening conduct directed at another person, 

causing her or him to fear for her or his safety, is criminalised. 

 

The Explanatory Report14 makes it clear that this offence should include both on-line and off-line 

behaviours and that it can include the targeting of family and friends of the victim: 

 

182. This article establishes the offence of stalking, which is defined as the intentional conduct of 

repeatedly engaging in threatening conduct directed at another person, causing her or him to fear 

for her or his safety. This comprises any repeated behaviour of a threatening nature against an 

identified person which has the consequence of instilling in this person a sense of fear. The 

threatening behaviour may consist of repeatedly following another person, engaging in unwanted 

communication with another person or letting another person know that he or she is being observed. 

This includes physically going after the victim, appearing at her or his place of work, sports or 

education facilities, as well as following the victim in the virtual world (chat rooms, social 

networking sites, etc.). Engaging in unwanted communication entails the pursuit of any active 

contact with the victim through any available means of communication, including modern 

communication tools and ICTs. 

 

183. Furthermore, threatening behaviour may include behaviour as diverse as vandalising the 

property of another person, leaving subtle traces of contact with a person’s personal items, targeting 

a person’s pet, or setting up false identities or spreading untruthful information online. 

 

184. To come within the remit of this provision, any act of such threatening conduct needs to be 

carried out intentionally and with the intention of instilling in the victim a sense of fear. 

 

185. This provision refers to a course of conduct consisting of repeated significant incidents. It is 

intended to capture the criminal nature of a pattern of behaviour whose individual elements, if taken 

on their own, do not always amount to criminal conduct. It covers behaviour that is targeted directly 

at the victim. However, Parties may also extend it to behaviour towards any person within the social 

environment of the victim, including family members, friends and colleagues. The experience of 

stalking victims shows that many stalkers do not confine their stalking activities to their actual victim 

but often target any number of individuals close to the victim. Often, this significantly enhances 

the feeling of fear and loss of control over the situation and therefore may be covered by this 

provision. 

 

  (Emphasis added) 

 

Currently in Ireland there is no specific cyber -harassment or cyber stalking legislation.  Harassment, 

including cyber harassment, can be dealt with in criminal and /or civil law to some degree and depending on 

the specific behaviour, under: 

                                                 
14 Council of Europe, Explanatory Report to the Council of Europe Convention on preventing and combating 

violence against women and domestic violence page 32 
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1. Section 10 of the Non-Fatal Offences Against the Person Act (NFOAP) 1997  

2. Section 13 of the Post Office (Amendment) Act 1951  

3. Criminal Damage Act 1991  

4. Data Protection Acts 1988 and 2003  

5. Prohibition of Incitement to Hatred Act 1989 

6. Criminal Justice (Public Order) Act 1994  

7. Defamation Act 2009 

 

In our experience women who are victims of partner harassment often experience a mix of “traditional” and 

cyber-harassment, which may target the woman directly and/or indirectly. For example he may follow and 

watch her, access and modify her on-line data, post graphic and humiliating lies and/or intimate images on 

the Internet without consent, make threatening communications of various types (letters, SMS; phone calls, 

posts),  or install spyware on her personal electronic devices. 

 

It would therefore be preferable if legislation could bring all of these tactics together and allow the court 

to assess them as a pattern, rather than have different tactics prosecuted under different Acts. 

 

Therefore our preferred option for dealing with all forms of harassment/stalking, including cyber-

harassment, is that a consolidated harassment offence be introduced in Irish law, with a comprehensive but 

not exhaustive definition, including new forms of cyber-stalking/harassment as in the relevant legislation of 

Scotland or Victoria (copied in Appendix). 

 

The European Institute for Gender Equality also notes the continuum of offline and online violence against 

women, particularity in relation to intimate partner violence.15 

 

Naming tactics of cyber-harassing in legislation would make them more visible and make it clear that such 

tactics are not condoned and are taken seriously by the law. This may encourage victims to come forward 

and report. 

 

Alternatively, the offence of Harassment in S3 of the Harassment, Harmful Communications and Related 

Offences Bill 2017 should be enacted. While it does not specifically name cyber-harassment it updates the 

Harassment offence in the NFOAP Act to include all forms of communication.  

 

Importantly it also criminalises indirect forms of harmful communications, which is lacking in the current 

Harassment offence in the Non-Fatal Offences Against The Person Act 1997.  Including indirect forms of 

harassment, where the communication is about the victim but to a third party is extremely important to 

cover situations where a person distributes or publishes a threatening, false, indecent or obscene message 

about another person to third parties. 

 

                                                 
15 EIGE ibid 
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It also covers a scenario where a single act rather than a pattern of behaviour may be criminalised. This is 

particularly important in relation to image based sexual abuse (see below) whereby the single act of sharing 

an intimate image or video on line can have devestating consequences for the victim. 

 

S3 (4) of this proposed Bill makes it an aggravating circumstance that the defendant and the victim of 

harassment are or have been intimate partners. This is in line with S40 of the Domestic Violence Act 2018, 

which makes a current or previous intimate relationship an aggravating circumstance in sentencing certain 

offences under the NFOAP Act and sexual offences.  

Women's Aid strongly supports this measure. 

 

In either case, adequate resources and training should be provided to An Garda Síochána to be able to 

enforce harassment legislation effectively. 

 

Recommendation 1: 

To consolidate harassment legislation in a new Act by either by: 

Introducing legislation similar to Scotland or Victoria 

or enacting the Harassment, Harmful Communications and Related Offences Bill 2017 

 

Regardless of the vehicle chosen to criminalise harassment, the aggravating circumstances for partners 

should be retained 

 

2) Image Based Sexual Abuse 

 

Image based sexual abuse, also called non-consensual pornography or "revenge porn16" is defined as "the 

non-consensual disclosure of private, sexually explicit images for no legitimate purpose. The term 

encompasses material obtained by hidden cameras, consensually exchanged images within a confidential 

relationship, stolen photos, and recordings of sexual assaults".17 

 

It also includes so called "upskirting and "downblousing". 

 

Many women have told us that their partner or ex-partner has taken and/or published sexually explicit 

images of the woman without her consent, or has spread disturbing lies about her on the Internet damaging 

her reputation, self-esteem and possibly work opportunities. 

 

The perpetrators use these images to threaten and blackmail the woman (for example by threatening that 

he will publish/distribute the images if she leaves him or if she reports him to the Gardaí) or to humiliate her 

and take revenge especially if she has already left him.   

                                                 
16 As previously noted in this submission, Women’s Aid rejects the term ‘Revenge Porn’ as one which minimises the 

serious negative impacts of producing and/or sharing of a persons intimate images without consent, and which also 

erroneously implies that victims have done something to ‘deserve’ ‘revenge’. 
17Mary Anne Franks, The Fight Against Digital Abuse: The View from the US by Mary Anne Franks Posted on December 

15, 2015 at 12:25 PM available here https://www.womensaid.ie/16daysblog/2015/12/15/the-fight-against-digital-

abuse-the-view-from-the/  
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In other cases he uses the images for his financial gain without the woman's knowledge or consent by 

uploading them onto commercial websites.  In some cases her contact details (including phone, address, and 

social profiles) are also published, for example on escort websites.  

 

Regardless of the motive, this type of abuse has huge impact on the woman and it causes immense and 

irreversible harm. Women can be threatened with sexual assault, stalked on line,  be forced to change jobs 

or schools or have to change all of their online social accounts.  

 

The more identifiable a woman is, the more devastating is the impact on her of having these images 

published/ distributed. This should be reflected in sentencing. 

 

Currently it is very difficult to take effective action about image based sexual abuse. It is our experience that 

at times when women report this type of cyber-harassment to the Gardaí they are told there is nothing they 

can do. Defamation cases are very expensive and women experiencing domestic violence (which often 

include financial abuse) are unlikely to be able to take this route. Once the images are published on the 

Internet, even if only once, it is very difficult to undo. 

 

There are currently no specific offences in Ireland criminalising image based sexual abuse, nor easy and 

affordable civil remedies to have damaging Internet content removed quickly. Both are urgently needed. 

 

Women's Aid believe that there is a need to create new offences to cover image based sexual abuse and that 

self-regulation is not enough. Apart from the controversial issue of the efficiency of self-regulation in curbing 

these criminal behaviours, making them criminal offences would convey a message about their gravity and 

unacceptability to society which self-regulation alone does not accomplish. 

 

The Harassment, Harmful Communications and Related Offences Bill 2017 criminalizes image based sexual 

abuse by creating new specific offences which make it illegal to create and distribute intimate images 

without consent. Women's Aid support this Bill, though improvements can still be made, such as linking the 

gravity of sentence with the level of identification of the injured party. 

 

Alternative suggestions for these offences are provided by The Cyber Civil Rights Initiative.18  They provide a 

Model legislation in relation to image based sexual abuse/ non-consensual pornography available here: 

 

• http://www.cybercivilrights.org/guide-to-legislation/  

 

It is noteworthy that they believe that the offence must not include that the perpetrator intended to harass, 

humiliate or cause distress. While that can be and often is the case when the offence is perpetrated in the 

context of domestic violence, there are other circumstances where the offender does not even know the 

person depicted (for example when they do it for monetary reasons). Moreover intent can be very difficult 

to prove. 

 

                                                 
18 https://www.cybercivilrights.org/  
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Illinois legislation (copied in appendix) is mentioned by The Cyber Civil Rights Initiative as a good practice 

example because of 7 factors19: 

• Motive does not matter 

• ‘Selfies’ are included 

• Penalties are severe (Class 4 felony punishable by 1 to 3 years imprisonment, fine up to $25,000 and 

restitution to victims, as well as forfeiture of any profits derived from distribution of the material) 

• It does not limit sexual images to nudity 

• It can also punish people who continue to distribute the images (other than initial offenders) where 

they should have known the image was taken or distributed without consent. This is to prevent 

material going viral. 

• It has clear exceptions in line with the USA First Amendment 

• It applies when the victim is recognisable from the image or from information posted with it 

 

In Italy it is an aggravating circumstance if such an offence is committed by a partner or ex-partner. 

Consideration should be given to inserting a similar aggravating circumstances provision, in line with 

aggravating circumstances in S40 of the Domestic Violence Act. 

 

Recommendation 2: 

That offences to criminalise imaged based sexual abuse are introduced in Ireland as soon as possible 

either by amending and enacting the Harassment, Harmful Communications and Related Offences Bill 

2017 or by drafting new offences on the model of the Illinois legislation. 

 

Civil Law 

It is very important for victims of cyber-harassment, that private, false, humiliating or otherwise damaging 

content be removed from the Internet quickly and easily. Civil remedies currently available are not readily 

accessible nor effective and are also potentially very costly.  

 

In the context of domestic violence, we see that women use civil orders more often than criminal 

prosecutions. This is sometimes due to their preference for a civil remedy and sometimes due to Garda not 

pressing charges or for a criminal prosecution not being possible for other reasons. Civil remedies to deal 

with image based sexual abuse should therefore be available without the need to institute criminal 

prosecutions.  

 

Therefore Women's Aid supports the creation of a body or mechanism to offer fast, and enforceable remedy 

in the form of “take down” orders. This process should also be cost free. 

 

The Digital Commissioner Bill 2017 provides for the creation of a Digital Safety Commissioner and for take 

down orders, which are vital for women in these circumstances. Women's Aid supports the Bill in principle. 

 

 

 

                                                 
19 See discussion of these factors here: http://www.cybercivilrights.org/anatomy-effective-revenge-porn-law/  
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Recommendation 3: 

That a Bill providing for the creation of a Digital Safety Commissioner and for accessible, quick and free 

“take down” orders is enacted as soon as possible. 

 

Protection of Victims' Privacy 

Women's Aid believe that protection of victims' privacy in criminal proceedings for image based sexual 

abuse is vital. Lack of privacy would act as a deterrent to come forward, especially as the complete removal 

of images from all Internet websites may not be guaranteed. Therefore if the victim is identified this may 

prompt renewed and increased searches of the images by some members of the public. 

 

Privacy provisions should be modelled on relevant provisions in sexual assault proceedings. 

 

Recommendation 4:  

That victim's privacy provisions are included in any relevant Act (including civil and criminal legislation 

dealing with image based sexual abuse) 

 

Thank you for consideration of this submission.  

 

Women’s Aid would welcome the opportunity to attend any forthcoming public hearings to further discuss 

any of our recommendations. 

 

Ends. 
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Appendix 1 

 

Scotland Criminal Justice and Licensing (Scotland) Act 2010  

Section 39 - Offence of Stalking 

a) A person ("A") commits an offence, to be known as the offence of stalking, where A stalks 

another person ("B").  

b) For the purposes of subsection (1), A stalks B where—  

1. A engages in a course of conduct,  

2. subsection (3) or (4) applies, and  

3. A's course of conduct causes B to suffer fear or alarm.  

c) This subsection applies where A engages in the course of conduct with the intention of 

causing B to suffer fear or alarm.  

d) This subsection applies where A knows, or ought in all the circumstances to have known, 

that engaging in the course of conduct would be likely to cause B to suffer fear or alarm.  

e) It is a defence for a person charged with an offence under this section to show that the 

course of conduct—  

1. was authorised by virtue of any enactment or rule of law,  

2. was engaged in for the purpose of preventing or detecting crime, or  

3. was, in the particular circumstances, reasonable.  

f) In this section—  

 

"conduct" means—  

1. following B or any other person,  

2. contacting, or attempting to contact, B or any other person by any means,  

3. publishing any statement or other material -  

1. relating or purporting to relate to B or to any other person,  

2. purporting to originate from B or from any other person,  

4. monitoring the use by B or by any other person of the internet, email or any other 

form of electronic communication,  

5. entering any premises,  

6. loitering in any place (whether public or private),  

7. interfering with any property in the possession of B or of any other person,  

8. giving anything to B or to any other person or leaving anything where it may be 

found by, given to or brought to the attention of B or any other person,  

9. watching or spying on B or any other person,  

10. acting in any other way that a reasonable person would expect would cause B to 

suffer fear or alarm, and 
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"course of conduct" involves conduct on at least two occasions.  

g) A person convicted of the offence of stalking is liable—  

1. on conviction on indictment, to imprisonment for a term not exceeding 5 years, or to 

a fine, or to both,  

2. on summary conviction, to imprisonment for a term not exceeding 12 months, or to 

a fine not exceeding the statutory maximum, or to both.  

h) Subsection (9) applies where, in the trial of a person ("the accused") charged with the 

offence of stalking, the jury or, in summary proceedings, the court—  

1. is not satisfied that the accused committed the offence, but  

2. is satisfied that the accused committed an offence under section 38(1).  

i) The jury or, as the case may be, the court may acquit the accused of the charge and, instead, 

find the accused guilty of an offence under section 38(1).  

 

Victoria Crimes Act 1958 - SECT 21A  

21A. Stalking 

(1) A person must not stalk another person. 

Penalty: Level 5 imprisonment (10 years maximum). 

(2) A person (the offender) stalks another person (the victim) if the offender engages in a 

course of conduct which includes any of the following- 

(a)  following the victim or any other person; 

(b)  contacting the victim or any other person by post, telephone, fax, text message, 

e-mail or other electronic communication or by any other means whatsoever; 

(ba) publishing on the Internet or by an e-mail or other electronic communication to 

any person a statement or other material- 

(i)  relating to the victim or any other person; or 

(ii) purporting to relate to, or to originate from, the victim or any other 

person; 

(bb) causing an unauthorised computer function (within the meaning of Subdivision 

(6) of Division    3) in a computer owned or used by the victim or any other person; 

(bc) tracing the victim's or any other person's use of the Internet or of e-mail or 

other electronic communications; 
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(c)  entering or loitering outside or near the victim's or any other person's place of 

residence or of   business or any other place frequented by the victim or the other 

person; 

(d)  interfering with property in the victim's or any other person's possession 

(whether or not the offender has an interest in the property); 

(da) making threats to the victim; 

(db) using abusive or offensive words to or in the presence of the victim; 

(dc) performing abusive or offensive acts in the presence of the victim; 

(dd) directing abusive or offensive acts towards the victim; 

(e)  giving offensive material to the victim or any other person or leaving it where it 

will be found by, given to or brought to the attention of; the victim or the other 

person; 

(f)  keeping the victim or any other person under surveillance; 

(g)  acting in any other way that could reasonably be expected- 

(i)  to cause physical or mental harm to the victim, including self-harm; or 

(ii) to arouse apprehension or fear in the victim for his or her own safety or 

that of any other person- with the intention of causing physical or mental 

harm to the victim, including self-harm, or of arousing apprehension or fear 

in the victim for his or her own safety or that of any other person. 

(3) For the purposes of this section an offender also has the intention to cause physical or 

mental harm to the victim, including self-harm, or to arouse apprehension or fear in the 

victim for his or her own safety or that of any other person if- 

(a)  the offender knows that engaging in a course of conduct of that kind would be 

likely to cause such harm or arouse such apprehension or fear; or 

(b)  the offender in all the particular circumstances ought to have understood that 

engaging in a course of conduct of that kind would be likely to cause such harm or 

arouse such apprehension or fear and it actually did have that result. 
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Illinois Non Consensual dissemination of private sexual images 

 

Public Act 098-1138 

  

SB1009 Enrolled LRB098 05273 MRW 35305 b 

 

    AN ACT concerning criminal law. 

  

    Be it enacted by the People of the State of Illinois, 

represented in the General Assembly: 

  

    Section 5. The Criminal Code of 2012 is amended by adding 

Section 11-23.5 as follows: 

  

    (720 ILCS 5/11-23.5 new) 

    Sec. 11-23.5. Non-consensual dissemination of private 

sexual images. 

    (a) Definitions. For the purposes of this Section: 

        "Computer", "computer program", and "data" have the 

    meanings ascribed to them in Section 17-0.5 of this Code. 

        "Image" includes a photograph, film, videotape, 

    digital recording, or other depiction or portrayal of an 

    object, including a human body. 

        "Intimate parts" means the fully unclothed, partially 

    unclothed or transparently clothed genitals, pubic area, 

    anus, or if the person is female, a partially or fully 

    exposed nipple, including exposure through transparent 

    clothing. 

        "Sexual act" means sexual penetration, masturbation, 

    or sexual activity. 

        "Sexual activity" means any: 

            (1) knowing touching or fondling by the victim or 

        another person or animal, either directly or through 

        clothing, of the sex organs, anus, or breast of the 

        victim or another person or animal for the purpose of 

        sexual gratification or arousal; or 

            (2) any transfer or transmission of semen upon any 

        part of the clothed or unclothed body of the victim, 

        for the purpose of sexual gratification or arousal of 

        the victim or another; or 
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            (3) an act of urination within a sexual context; or 

            (4) any bondage, fetter, or sadism masochism; or 

            (5) sadomasochism abuse in any sexual context. 

    (b) A person commits non-consensual dissemination of 

private sexual images when he or she: 

        (1) intentionally disseminates an image of another 

    person: 

            (A) who is at least 18 years of age; and 

            (B) who is identifiable from the image itself or 

        information displayed in connection with the image; 

        and 

            (C) who is engaged in a sexual act or whose 

        intimate parts are exposed, in whole or in part; and 

        (2) obtains the image under circumstances in which a 

    reasonable person would know or understand that the image 

    was to remain private; and 

        (3) knows or should have known that the person in the 

    image has not consented to the dissemination. 

    (c) The following activities are exempt from the provisions 

of this Section: 

        (1) The intentional dissemination of an image of 

    another identifiable person who is engaged in a sexual act 

    or whose intimate parts are exposed when the dissemination 

    is made for the purpose of a criminal investigation that is 

    otherwise lawful. 

        (2) The intentional dissemination of an image of 

    another identifiable person who is engaged in a sexual act 

    or whose intimate parts are exposed when the dissemination 

    is for the purpose of, or in connection with, the reporting 

    of unlawful conduct. 

        (3) The intentional dissemination of an image of 

    another identifiable person who is engaged in a sexual act 

    or whose intimate parts are exposed when the images involve 

    voluntary exposure in public or commercial settings. 

        (4) The intentional dissemination of an image of 

    another identifiable person who is engaged in a sexual act 

    or whose intimate parts are exposed when the dissemination 

    serves a lawful public purpose. 

    (d) Nothing in this Section shall be construed to impose 

liability upon the following entities solely as a result of 
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content or information provided by another person: 

        (1) an interactive computer service, as defined in 47 

    U.S.C. 230(f)(2); 

        (2) a provider of public mobile services or private 

    radio services, as defined in Section 13-214 of the Public 

    Utilities Act; or 

        (3) a telecommunications network or broadband 

    provider. 

    (e) A person convicted under this Section is subject to the 

forfeiture provisions in Article 124B of the Code of Criminal 

Procedure of 1963. 

    (f) Sentence. Non-consensual dissemination of private 

sexual images is a Class 4 felony. 

  

    Section 10. The Code of Criminal Procedure of 1963 is 

amended by changing Sections 124B-10 and 124B-500 as follows: 

  

    (725 ILCS 5/124B-10) 

    Sec. 124B-10. Applicability; offenses. This Article 

applies to forfeiture of property in connection with the 

following: 

        (1) A violation of Section 10-9 or 10A-10 of the 

    Criminal Code of 1961 or the Criminal Code of 2012 

    (involuntary servitude; involuntary servitude of a minor; 

    or trafficking in persons). 

        (2) A violation of subdivision (a)(1) of Section 

    11-14.4 of the Criminal Code of 1961 or the Criminal Code 

    of 2012 (promoting juvenile prostitution) or a violation of 

    Section 11-17.1 of the Criminal Code of 1961 (keeping a 

    place of juvenile prostitution). 

        (3) A violation of subdivision (a)(4) of Section 

    11-14.4 of the Criminal Code of 1961 or the Criminal Code 

    of 2012 (promoting juvenile prostitution) or a violation of 

    Section 11-19.2 of the Criminal Code of 1961 (exploitation 

    of a child). 

        (4) A second or subsequent violation of Section 11-20 

    of the Criminal Code of 1961 or the Criminal Code of 2012 

    (obscenity). 

        (5) A violation of Section 11-20.1 of the Criminal Code 

    of 1961 or the Criminal Code of 2012 (child pornography). 
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        (6) A violation of Section 11-20.1B or 11-20.3 of the 

    Criminal Code of 1961 (aggravated child pornography). 

        (6.5) A violation of Section 11-23.5 of the Criminal 

    Code of 2012. 

        (7) A violation of Section 12C-65 of the Criminal Code 

    of 2012 or Article 44 of the Criminal Code of 1961 

    (unlawful transfer of a telecommunications device to a 

    minor). 

        (8) A violation of Section 17-50 or Section 16D-5 of 

    the Criminal Code of 2012 or the Criminal Code of 1961 

    (computer fraud). 

        (9) A felony violation of Section 17-6.3 or Article 17B 

    of the Criminal Code of 2012 or the Criminal Code of 1961 

    (WIC fraud). 

        (10) A felony violation of Section 48-1 of the Criminal 

    Code of 2012 or Section 26-5 of the Criminal Code of 1961 

    (dog fighting). 

        (11) A violation of Article 29D of the Criminal Code of 

    1961 or the Criminal Code of 2012 (terrorism). 

        (12) A felony violation of Section 4.01 of the Humane 

    Care for Animals Act (animals in entertainment). 

(Source: P.A. 96-712, eff. 1-1-10; 96-1551, eff. 7-1-11; 

97-897, eff. 1-1-13; 97-1108, eff. 1-1-13; 97-1109, eff. 

1-1-13; 97-1150, eff. 1-25-13.) 

  

    (725 ILCS 5/124B-500) 

    Sec. 124B-500. Persons and property subject to forfeiture. 

A person who commits the offense of child pornography, or 

aggravated child pornography, or non-consensual dissemination 

of private sexual images under Section 11-20.1, 11-20.1B, or 

11-20.3, or 11-23.5 of the Criminal Code of 1961 or the 

Criminal Code of 2012 shall forfeit the following property to 

the State of Illinois: 

        (1) Any profits or proceeds and any property the person 

    has acquired or maintained in violation of Section 11-20.1, 

    11-20.1B, or 11-20.3, or 11-23.5 of the Criminal Code of 

    1961 or the Criminal Code of 2012 that the sentencing court 

    determines, after a forfeiture hearing under this Article, 

    to have been acquired or maintained as a result of child 

    pornography, or aggravated child pornography, or 
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    non-consensual dissemination of private sexual images. 

        (2) Any interest in, securities of, claim against, or 

    property or contractual right of any kind affording a 

    source of influence over any enterprise that the person has 

    established, operated, controlled, or conducted in 

    violation of Section 11-20.1, 11-20.1B, or 11-20.3, or 

    11-23.5 of the Criminal Code of 1961 or the Criminal Code 

    of 2012 that the sentencing court determines, after a 

    forfeiture hearing under this Article, to have been 

    acquired or maintained as a result of child pornography, or 

    aggravated child pornography, or non-consensual 

    dissemination of private sexual images. 

        (3) Any computer that contains a depiction of child 

    pornography in any encoded or decoded format in violation 

    of Section 11-20.1, 11-20.1B, or 11-20.3 of the Criminal 

    Code of 1961 or the Criminal Code of 2012. For purposes of 

    this paragraph (3), "computer" has the meaning ascribed to 

    it in Section 17-0.5 of the Criminal Code of 2012. 

(Source: P.A. 97-1150, eff. 1-25-13; 98-1013, eff. 1-1-15. 

 


